VCC Writing Work Breakdown Structure

(Per Fair Information Practice Principles)

Work Group 2: Notice/Awareness (52)
NOTICE AND PURPOSE — Requirements related to communicating applicable policies, and
related choices, to customers.
e ldentify details related to data collection, use, sharing and retention
« Outline customer rights for accessing this information®
e Identify the types of data covered by the VCC?
o Energy use data
o Personally identifiable data
o Explicitly state what data is being shared
« Define procedure for complaint resolution®
e Specify how consumers will be notified of VCC (organizational participation)
OPENNESS, MONITORING, AND CHALLENGING COMPLIANCE — Requirements related to
customer education and complaints.
« Provide customer education and awareness



Work Group 3: Choice/Consent (148)

Lead: Eric Ackerman, EEI
CHolce AND CONSENT — Requirements related to the customer’s granting of authorization for
the release/sharing of his or her data.
e Consumers should have the ability to share with third parties®
e |dentify what data is being transferred
« Specify at what point consent must be obtained’
o Time of use/collection or as standard utility privacy policy
o For each third party
e Identify methods of consent®
o Management of this process
o Electronic, paper form, etc.
e Consider time and effort required for consumer to give consent®
o Process should be clear, concise, understandable, accessible
« Specify time period for consent/expiration®
o Reauthorization procedures including revisions to policy™*
e Define disclosure practices
o Clearly explain who will have access to the data with the obtained consent®
o Affiliates, agents, subsidiaries
e Outline time parameters for using data once consent is given
e ldentify methods of withdrawal
« Consider ease of withdrawal/cancelation of authorization®
e Specify reasons for cancelation and time period to take effect
« Define how the data will be used once collected®
« Notify individuals about the use of their data®
o Includes proposed changes in use of data
« Define access points™’
o One way to organize this information is through privacy use cases™?
e Define who will have access to the data>®
e Specify who has the responsibility for validating consent
DiISCLOSURE AND LIMITING USE — Requirements related to how customer data is shared with
third parties
e Define limits of third party data sharing practices’
e Define conditions/parameters for researcher access regarding data subject to consent
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Work Group 4: Access/Participation (15 + aggregated data)

Lead: Megan Hertzler, Xcel Energy
COLLECTION AND SCOPE — Requirements related to the scope of customer data that is
collected, and potentially shared.
« Outline reasons for collecting data®®
e Data collection should be limited to only the necessary information to accomplish the
purpose/task’*>

USE AND RETENTION — Requirements related to how long customer data should be kept, and
when it should be destroyed.
e Describe data retention and disposal**>®
o Specify how long data will be retained*
o Define process for handling data
o Define method for disposal of data®
e Define how retention policy will function in the case of mergers and acquisitions™®
e Define who has access without consent
o Agents
o Contractors
o Law Enforcement

INDIVIDUAL ACCESS — Requirements related to the customer accessing his or her own data.
» State unequivocal consumer right to access®*>°®
o Consumers should have access to their data®*
« Describe options for receiving data*
o Customers should have options on how they receive the data
ACCESS TO AGGREGATED DATA — (Requirements to be determined)
e State goals of data minimization®>®
e Define the requirements for aggregated and anonymized data’
e Require commitment from entities with access to aggregated and anonymized data
not to reverse engineer data’>®
e Define conditions/parameters for researcher access regarding aggregated or
anonymized data



Work Group 5: Integrity/Security (129 + cyber requirements)
SECURITY AND SAFEGUARDS — Requirements related to how customer data should be
protected from un-authorized disclosure.

e Describe data security methods
e Protect data against loss, unauthorized use, modification, etc.
« Define a process for handling breaches®®
« Define how customers will be notified of breaches?
e Define who is responsible for data breach notification and remedies of breaches
CYBER SECURITY — (Requirements TBD)
ACCURACY AND QUALITY — Requirements related to the maintenance of accurate and
complete customer data.
e Endorse data quality
o Consumers should expect quality data™®
e |dentify procedure for correcting inaccuracies
o Consumers should be able to obtain corrections to inaccuracies>®
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Working Group 6: Management /Redress (58)
MANAGEMENT AND ACCOUNTABILITY — Requirements related to the credibility of the utility
and/or third party’s privacy function.
e Identify a privacy officer*#34
e Perform a risk assessment*
e Conduct independent audits™*>®
e Perform a Privacy Impact Assessment?
o Determine risk**
o Evaluate protections’
o Verify compliance with legal, regulatory and policy requirements
e Address employee access®*
o Develop policies for employee access
o Develop policy for handling terminated employees
e Describe employee training™%>®
o Background checks
o Information handling
o Collections
e Describe how privacy policies will be communicated to the consumer
o Short form versus long form
OPENNESS, MONITORING, AND CHALLENGING COMPLIANCE — Requirements related to
customer education and complaints.

e Develop a mechanism for handling complaints®*®
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